
 

MAIL PROTECTION SERVICE CLOUD
FOR CONVERGED CLOUD SERVICES 
MICROSOFT OFFICE 365 
& GOOGLE FOR WORK

Mail Protection Service-MPS solely focused on Security and Control 
MPS is a high performance email security cloud Security-as-a-service, designed from scratch to address 
the specific security and control needs of advanced organizations, and able to integrate with any email system, such 
as Office 365 and Google for Work.  

MPS provides an upgrade of your company Security Level to really protect users/customers of this converged cloud 
services, against phishing, ransomware, spam, virus and some of the newest advanced threats. 

The Power of Cloud Converged Services
Google for Work, Microsoft Office 365, and others are 
cloud services providing enterprise users with a great 
set of productivity and business tools, resulting in 
adequate commitment between all the functionalities.
The Email Systems contained in these solutions, are 
notable for delivering Calendar and Contact 
functionalities, friendly Desktop and mobile clients and 
an integration between email and cloud file storages.
However, like all converged solutions, these platforms 
lack the depth only achieved by specific dedicated 
solutions.

...Specifically in Email Security

There is little or no options for customization and for 
management of security and control components in 
these platforms. There is also narrow relevance given to 
the several administrators and helpdesk roles, needed 
by advanced organizations when handling serious 
security operations. Regarding Security, Control, and 
Routing abilities, these solutions fall very shortly, by not 
providing Encryption, Data Leakage Protection, File 
Type Analysis, Quota Management, Anti-Phishing or 
Anti-Spoofing abilities, amongst many other things.

This is why these platforms recommend or provide 
distinct, specific security solutions on top of their 
services, as premium options (For instance, Microsoft 
Exchange and the Filtering abilities come as a premium 
add on, valued like any Email Security cloud gateway).

Mail Protection Service solely focused 
on security and control
MPS is a high performance email security cloud 
Security-as-a-service, designed from scratch to address 
the specific security and control needs of advanced 
organizations.

• By placing your messaging security infrastructure 
outside your Mail Server Platform, and by optimizing 
operations with Helpdesk accounts, multitenant 
delegated management, message tracking and several 
easy ways to manage quarantine.

• By ensuring legitimate email is received and delivered 
(important for reputation management), and by setting 
Anti-Botnet, Control and Quota management features, 
MPS solution ensures your email ecosystem is failsafe.

• By reducing your Total Cost of Ownership with a 
robust platform under a transparent
business model, a web services-based architecture and 
integration with your directories and third party systems, 
this solution evolves with your infrastructure.

Both Google for Work, and Office 365 are known for their inability to handle email threats adequately (*). Google does not provide any managed security solution, and Microsoft, in spite of integrating 
tightly with Exchange and Office 365, offers the full security solution (Exchange Online Protection) as a paid value added service (Encryption, Advanced Threat Protection).
(*) Reference customer satisfaction with spam detection rates remains low, and Gartner customers continue to report Microsoft's spam detection rates lag other leaders and visionaries”
– Gartner, Inc., Magic Quadrant 2015

MPS Integrates seamlessly with Converged Cloud Solutions vendors

DON’T MAKE SECURITY A NICE AND SIMPLE ADD ON.
GET MPS FOR (REAL) EMAIL SECURITY AND CONTROL

EMAIL SECURITY IS SERIOUS BUSINESS

Mail Protection Service Cloud service lies on a 
secure, geo redundant cloud, seamlessly communicating 
with any email messaging platform. Setup is as simple as 

restricting your SMTP traffic to MPS cloud, and redirecting your 
DNS MX Records. 



 

TOP FEATURES OF MPS
Control Features
DLP - Data Leakage Protection 
Multitenant Quota management 
White & Blacklists inheritance 
Attachments Discovery 
BCC and Archiving plugins 
AD Integration for AAA 

Business Features 
Quarantine HTML digests 
Complete Outbound Administration 
Full Time Zones and Multilanguage 
Business reporting and Usage KPIs 
Per-scope full OEM customization 

AnubisNetworks Technologies 
MPS HDB Fingerprinting
AN MailSpike® IP Reputation 
Anti-Phishing and Anti-Spoofing
Threat Intelligence for MPS

Filtering & Security 
Real-Time reputation analysis 
Anti-Spoofing / Safe WL
Anti-Directory Harvest Attack 
Encryption layer DKIM / Sender  
 ID / SPF verification / support 
Spam waves / Zero-hour burst    
 protection
All Email Parts Heuristic   
 analysis Regular Expressions 
Sophos, ClamAV & integrates   
 with other AVs 
Zero hour burst Detection 

Network and Integration 
SOA / Web Services
Next hop server configuration 
Full IPv6 capable
Syslog based log integration 
Email Spooling & Rate control 
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INTEGRATION MADE SIMPLE
Realtime sync
AnubisNetworks
Global Threat Intelligence

Global
Support and Maintenance

INTERNET

Domains / Groups
Administration &
Helpdesk

End Users
UI access and/or
Quarantine Digests

Integrates with 
Active Directories and cloud 
email services 

Email Routing
For E-discovery, 
Archiving, others

Inbound and 
Outbound

MALWARE

BLOCKED

...

GOOD EMAIL

QUARANTINE

MPS


