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IS YOUR ENTERPRISE EMAIL SECURE?

ANUBISNETWORKS PROVIDES A COMPLETE EMAIL 
SECURITY SOLUTION FOR ENTERPRISES

Email is undoubtedly critical for businesses to both operate and communicate. It is 
also the preferred attack method for some of the most advanced cyber criminals.
The growing adoption of cloud-based email and productivity solutions, such as 
Microsoft Office 365, Google G Suite, and others, are transforming the way 
organizations are doing business. These solutions also provide users more flexibility 
and more efficient ways to collaborate, as well as offer organizations cost savings and 
lower administrative overhead. 

But what about security? How can organizations make the most of these cloud-based 
email and productivity solutions without compromising email security or adding risk?

Although these cloud-based email and productivity solutions include anti-malware and 
DLP Protection, there is little to no option for customization or management of 
security and control components. At least, there are not options that are complete and 
effective against the most advanced email security threats. There is also narrow 
relevance given to the several administrators and helpdesk roles, needed by advanced 
organizations when handling serious security operations. In regards to Security, 
Control, and Routing abilities, these solutions fall short by not providing Encryption, 
Data Leakage Protection, File Type Analysis, Quota Management, Anti-Phishing or 

Anti-Spoofing abilities, amongst many other things.   
Whether your organization is considering the transition to a 

cloud-based email and productivity solution or you 
simply want to protect your enterprise email network 
against the most advanced email security threats 
(such as ransomware, spam, business email 
compromise (BEC), spoofing and phishing), you 
need to consider a high-performance email security 
cloud security-as-a-service that is also able to 
integrate with any email system and that really 
addresses today’s business demands.
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YOUR MOST COMMON EMAIL SECURITY THREATS

Because email remains a critical component of modern business communications for companies of all sizes, it is also an 
enormous source of risk for information security. With email communication, the cybercriminals’ intentions are numerous, 
ranging from luring users into transferring money, to individual hackers seeking sensitive information, and even nations 
engaging in economic espionage. The methods available to those seeking to target email security are very easy to obtain.

These are the most common email threats that organizations face every day:

Spam Messages
Spam, also known as junk email, is the broad name for 
unsolicited messages sent to a large number of users. Its 
purpose is to advertise or sell products or services to 
consumers, including black market items.
Spam is dealt mostly by comparing previously known 
messages, analyzing the content for common 
denominators, and analyzing the origin’s reputation.
For Outbound spam it is important to have rate control 
mechanisms, and to perform DLP inspections.

Malicious Spam
Email is a common avenue for the delivery of malicious 
code. Hackers seeking to infect a system with a virus, 
spyware, or another type of malware may simply attach the 
installer or link to a malware-hosting URI. As soon as the 
systems are infected, they can be used as entry points for 
internal networks, for sending spam or to simply exfiltrate 
the computer’s content. 
For Malware, the analysis must also include multiple 
anti-virus scanning and, for zero-day malware, Sandbox 
analysis.

Phishing Attacks
This is a fraudulent practice of sending emails 
masquerading  to be from a reputable source.  This 
variation of spam is more focused on Social Engineering, by 
attempting to fool unsuspecting users into disclosing 
sensitive information. 
Malware can also be combined with phishing attacks to 
trick the user to open a compromised file. The Phishing 
attacks are often directed to a certain person or group, and 
can involve using information about the victim(s) in order to 
be more convincing.
The focus for detecting phishing attacks is deep content 
inspection, and also anti-spoofing and anti-fraud 
mechanisms, including authentication verification.

Email Spoofing
Email spoofing is the creation of email messages with a 
forged sender address and is usually related to phishing.

Business Email Compromise (BEC) 
Business Email Compromise is a sophisticated financial 
phishing scam targeting businesses working with foreign 
suppliers and/or businesses that regularly perform wire 
transfer payments. 

Ransomware
Ransomware is a type of malicious software designed to 
block access to a computer system until a ransom is paid. 
Typically, a Ransomware attack is carried out using a Trojan 
which consists of a legitimate file that a user is tricked into 
downloading or opening when it arrives as an email 
attachment. 
Ransomware is ultimately a form of malware, and should be 
mitigated using malware analysis.

Insider Threat
Employees with authorized access to the email system may, 
either intentionally or accidentally, cause damage to the 
organization by leakage of unauthorized, sensitive 
information. 
To avoid information leakage, from confidential files to 
inappropriate content, systems must have great outbound 
capabilities, with content and file analysis and data leakage 
protection.

DoS/DDoS Attacks 
A denial-of-service attack aims at crashing systems by 
flooding an organization’s email server with fake messages 
that consume all available server resources. This causes 
network congestion and, eventually, failure.
To mitigate this threat, the systems must have rate control 
protection.

Inappropriate Content
Employees may send or receive inappropriate content. This 
includes pornography, hate mail, and many other examples 
that can constitute a violation of company policies and 
even national laws.
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How can your organization move to cloud-based email and 
productivity solutions without compromising security or 
adding risk? The rapid and dramatic move to cloud-based 
productivity solutions is the future. 

These hosted services provide users with more efficient 
and flexible ways to collaborate, and they offer businesses 
and IT departments significant cost savings compared to 
traditional on-premise applications. 

But how do these broadband solutions, built to fit both 
individuals and organizations of all sizes and all expertises, 
handle the very specific nature of Email security? 

Microsoft, Google, and other cloud vendors have included 
free anti-malware and DLP protection in their cloud-based 
email offerings. But how complete and effective are these 
built-in capabilities? And what else do organizations need 
to be fully protected? 

It quickly becomes apparent that the “baseline” security 
capabilities included with Microsoft Office 365, Google 
Apps, and other cloud-based email and productivity 
solutions simply aren’t fully suited for the demanding 
security any organization needs.

For example, Microsoft Office 365 only includes basic, 
signature-based anti-malware capabilities, which can’t 
detect or block most of today’s sophisticated targeted and 
zero-day attacks without adding their advanced threat 
protection solution at additional cost. 

The phishing link protection in Office 365 is limited to a 
list of known bad domains, so it doesn’t offer much 
protection against the sophisticated redirect and time 
delay techniques cybercriminals use to disguise malicious 
links. The built-in data loss prevention and encryption 
capabilities in Office 365 only offer limited policy 
management capabilities. 

With AnubisNetworks’ Mail Protection Service (MPS) you 
will get, for instance, Data Leakage Protection, Business 
Email Compromise detection, Business Reporting, 
Multi-tenant management of users, domains, and 
subdomains, Antivirus, Spam Waves Detection, 
Authentication control (DKIM, SPF), Quota management 
and rate control, IP Reputation, and many other security 
features that leverage your simplified email service into a 
carrier-grade Email Ecosystem.
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AnubisNetworks MPS

AnubisNetworks MPS is a high performance, multi-tenant email security service/platform, for on-premises and cloud 
services offered via Service Providers, Resellers or directly to SMB and corporate customers.

MPS for Enterprises

An email Security solution for SMBs and 
enterprises, delivered as Cloud service or as 
on-premises VM.

• Reliable outbound and inbound filtering.
• A carrier-grade email Backbone.
• Same user experience both as a SaaS   
 service and as an appliance.

Opportunity
The benefit of carrier-grade email security 
with data leakage and outbound control, on 
top of inbound security capabilities.



MPS has two engines. These provide MPS with the reputation and fingerprinting assessment.

These engines interconnect to AnubisNetworks Global Threat Intelligence Platform:
 Email fingerprinting close and exact matches with a global database of spam, phishing, and malware email.
 Reputation on the sender IP, and sudden reputation changes and reputation requests count, which may indicate 
 spam waves.
 Known infections by Botnet families, especially with Malware knows to use email attack vectors.
 Social references in the Dark social web to credentials.

AnubisNetworks’ Mail Protection Service includes multiple analysis engines that are continually updated to scan emails 
and accurately detect and eliminate known spam and malware threats. 

Providing intelligent, real-time protection against targeted threats and zero-day attacks in addition to the industry’s most 
proven and trusted signature-based protection, MPS intercepts millions of messages per day and analyzes these both 
internal and externally. MPS uses our Threat Intelligence Ecosystem, which makes it possible to catch and help stop 
zero-day attacks and targeted threats that traditional anti-malware solutions typically miss.

THE THREAT INTELLIGENCE ECOSYSTEM BEHIND MPS
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FOLLOW US

linkedin.com/company/anubisnetworks

youtube.com/anubisnetworks

twitter.com/anubisnetworks

facebook.com/anubisnetworks PORTO
Address
UPTEC, Rua Alfredo Allen 455/461
EC.3.12, 4200-135 Porto, 
Portugal
Phone: +351 217 252 110

LISBON
Address
Av. D. João II, Lote 1.07.2.1, 4th Floor, 
Parque das Nações, 1998-014, Lisbon, 
Portugal 
Phone: +351 217 252 110 

BOSTON
Address
125 Cambridge Park Drive
Suite 204, Cambridge, MA 02140, 
USA
Phone: +1 617 245 0469

www.anubisnetworks.com
info@anubisnetworks.com
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